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ABOUT THIS DOCUMENT 

TARGET AUDIENCE 

This document, “WEB-RADR App Overview”, is intended to serve as a general guide to the design and functionality 

of the WEB-RADR apps for National Competent Authorities. 

DEFINITIONS AND ABBREVIATIONS 

 Terminology Description 

API Application Programming Interface 

EHR Electronic Health Record 

GUID Globally Unique Identifier  

HTTP Hyper Text Transfer Protocol 

ICSR  Individual Case Safety Report 

IMI Innovative Medicines Initiative 

Json JavaScript Object Notation - Data transfer format 

OTS Off-the-shelf 

REST Representational state transfer  

URL Uniform Resource Locator 

XML  eXtensible Markup Language – Data transfer format 

Halmed Croatia NCA; name of Croatian mobile app 

Lareb Netherlands NCA 

Yellow Card UK mobile app 

MHRA Medicines & Healthcare Products Regulatory Agency, UK NCA 

VigiFlow An ICSR management system maintained by WHO designed for use by 
participating member states enrolled under WHO’s international drug 
monitoring program. 

VigiAccess A WHO database that enables users to browse and view data on suspected 
adverse drug reactions from various medicinal products 

WHO World Health Organization 

ADR Adverse Drug Reaction 

Database Management The process of acquiring, sorting, cataloging, retrieving, deleting and securing 
data 

HCP Healthcare Professional 

AWS Amazon Web Services 

HTTPS Hypertext Transfer Protocol (Secure) – a protocol for secure communication over 
a computer network which is widely used on the Internet. HTTPS consists of 
communication over Hypertext Transfer Protocol (HTTP) within a connection 
encrypted by Transport Layer Security or its predecessor, Secure Sockets Layer 

XML Extensible Markup Language – a markup language that defines a set of rules for 
encoding documents in a format which is both human-readable and machine-
readable 
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SOAP Simple Object Access Protocol – a protocol specification for exchanging 
structured information in the implementation of web services in computer 
networks 

NCA National Competent Authority 

 

 

REFERENCES 

Ref No Name URL/Document Id 

1.   API URL Provided by the authority 

2.  WEB-RADR project homepage http://web-radr.eu/  
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BACKGROUND  

WEB-Recognising Adverse Drug Reactions (WEB-RADR) is a three-year, EU-based project (funded through the 

Innovative Medicines Initiative (IMI)) dedicated to developing and evaluating digital tools to support 

pharmacovigilance activities. It arose in response to the ninth call for IMI projects “WEBAE – Leveraging Emerging 

Technology for Pharmacovigilance”, and is based on the belief that modern pharmacovigilance practices should 

adapt to these new ways of communicating. For an in-depth description of the WEB-RADR project and details of all 

the work-packages, see the WEB-RADR website. 

One of the tools being developed within WEB-RADR is a mobile app designed for patients and healthcare 

professionals (HCPs) to report suspected Adverse Drug Reactions (ADRs) to medicines and to learn about drug safety 

news from their local National Competent Authority (NCA) and. The mobile app has been piloted in the United 

Kingdom, Netherlands, and Croatia, and a generic version of the app has been developed for use by additional NCAs 

who are interested in facilitating communication of medical product safety information to and from the public 

(healthcare providers or consumers). This document is intended to serve as a guide to the app features for NCAs.  

This document contains the following information:  

- An introduction to the apps design and functionalities 

- User Interface Design of the app 

- The apps functionality overview including accessibility, product search feature, product information, watch 

list, news, reporting and description of roles 

- Submissions including security measures 

- Manageability of WEB-RADR app including ownership of the Application Programming Interface (API), 

current app version, limitations, support, enhancements, weekly digests 

- Release cycle for WEB-RADR app 

 

INTRODUCTION TO THE WEB-RADR APP DESIGN AND FUNCTIONALITIES 

OVERVIEW OF THE APPS DESIGN AND FUNCTIONALITIES 

The WEB-RADR mobile apps are designed to engage both patients and healthcare providers around issues of real-

time pharmacovigilance.  

The WEB-RADR app has two main functions:  

1. Providing the following safety information from NCAs (or other health authorities such as World Health 

Organisation (WHO), European Medicines Agency EMA) to the public (both patients and HCPs): 

a. ADR volume statistics regarding selected medicinal products 

b. Safety issues and warnings 

2. Facilitate reporting of  ADRs by the public and healthcare practitioners to their local NCAs 
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These functions are achieved via the following components: 

• Native mobile apps running on both iOS and Android  

• An Amazon Web Services (AWS) server maintained by Epidemico that stores product lists and ADR statistics 

• An API for submitting E2B XML files to the NCA  

The app has been piloted in three different EU member-states: United Kingdom, Netherlands, and Croatia. These 

apps have been launched on Google Play (Android) and the App Store (iPhone) as YellowCard, Bijwerking, and 

Halmed, respectively. 

An additional generic version of the app has been developed based on the Halmed app and will be made publicly 

available as an off-the-shelf app for any NCA who wishes to implement a similar mobile reporting system in their 

own countries.  The generic app will be compatible with both Android and iOS versions. They will be configured to 

mirror an NCA’s existing branding and to accommodate multiple languages. 

Configuration of the generic app involves the following steps: 

- Providing translations for text within the app 

- Adapting the user interface to reflect the NCA’s logo, colour scheme, or other marketing materials 

- Providing a complete list of medicinal products approved in the country; providing aggregate statistics on 

ADRs reported for products; providing RSS links or static data to populate safety news alerts 

- Establishing the necessary attendant connections between the Epidemico server and the NCA database 

- Testing the app to ensure proper configuration and connectivity 

- Publishing the mobile app in Google Play and Apple Store 

As a default configuration of the generic app, VigiFlow is used for importing an ADR whereas VigiAccess will be used 

to manage the ADR statistics. The WHO Drug will be specifically to retrieve the product list for the WEB-RADR app. 

Any deviation from the design specifications described in this document, or additional requirements other than that 

outlined above, will be considered customization – rather than configuration – would incur additional development 

costs. 

The generic app is currently being configured and piloted for health authorities in Zambia and Burkina Faso, using 

Vigiflow connectivity for ICSR submission and VigiAccess for the generation of drug safety information (ADR 

statistics and WHODrug Lookup). 

The following instructions will support the development of one mobile app specific to the NCA. The mobile app will 

be running respectively on the two main operational systems used for mobile phones and tablets (iOS and Android). 

This document is presenting the “off the shelf” version of the mobile apps (WEB-RADR App) based on the latest pilot 

app developed in the scope of the WEB-RADR project that should suit most of the NCA needs. 

Figure 1 – High level flow 
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INTENDED USE OF SYSTEM 

 

The WEB-RADR app will be used by HCPs and patients to report suspected ADRs experienced whilst receiving 
medication or treatment for an illness.  These reports will then be sent from the application to the appropriate local 
health authority via a back-end server managed by the app developers. The application will also be used by the 
health authorities to provide real-time safety information directly to app users.  

The reporting and alerting mobile application will be developed for use initially by local health authorities in three 

pilot member states. The app is intended to serve as an extension of existing ADR reporting tools and to augment 

existing reporting systems and processes. 

The information flow for ADR reports submitted via the app will follow existing data flows for reports received from 

other drug safety data sources (e.g. spontaneous, observational).  

The overall purpose of the data resulting from the app is to contribute to the understanding of a medical product’s 

safety profile. The report form contained in the app has been designed to include only informational fields that 

support this purpose by enabling a comprehensive account of the event and patient, according to the NCA’s 

requirement for ADR reporting and validation. 

 

WEB-RADR APP USER INTERFACE DESIGN 

OVERVIEW OF APP SCREENS 

The list of all the screens and fields is further described in the WEB-RADR Specification file. The display of some 

screens can be configured to be specific to the app user qualification (HCP vs non-HCP).  

Upon opening the app, a login screen appears where the user can register a new account or sign in to the app with 

existing login credentials. Upon registering, the app will validate the user’s email address by verifying whether it 

meets standard syntax. Users can also indicate that they want the app to remember their login details; if checked, 

this option allows users to bypass the login screen upon opening the app and immediately display the News screen. 

A navigation menu is displayed along the bottom of the iOS version of the app and on the left-hand side of the 

Android version. The following screens can be accessed here: The following table describes each screen that can be 

accessed from the navigation menu.  

Screen Name Functionality 

Profile 

Provides fields for the user to enter patient or provider information, such as 

qualification and contact details. These details are then automatically populated 

in each subsequent ADR report. 
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Report 

Enables the app user to create a new ADR report, complete a saved report, or 

view previously submitted reports. 

Each ADR report consists of the following five screens that the user must 

complete prior to submitting the report to the NCA: 

• Screen 1: User selects the reporter’s qualification (public or healthcare) 

• Screen 2: User provides patient information, including gender and DOB 

(mandatory field) 

• Screen 3: User provides information on suspected and concomitant 

medical product(s) 

• Screen 4: User provides information on adverse drug reaction(s) and 

indicates level of seriousness  

• Screen 5: User provides additional information that may be relevant, 

such as the medical history, current illnesses, allergies and lifestyle 

factors. User also must acknowledge an understanding of the NCA’s 

privacy statement prior to submitting the report. 

News 

By default, displays all available safety alerts and warnings from the NCA in 

chronological order. The user can also configure this screen to chronologically 

display only safety alerts and warnings that are associated with the medicinal 

products in the user’s Watch List. The app will also recommend related 

product/substances news that have been searched for previously by the user. 

Watch List  

Includes a list of all the medicinal products (trade names or drug substances) 

selected by the user. The Watch List is synched with the News feed so that users 

have the option to view only alerts that are pertinent to their Watch Lists. 

Product Search 
Product Information 

Users can search for a product from the NCA’s product list and view its product 

page. Users can view Product Information from the Product page to create an 

adverse event. Global and continent statistics can be viewed by the NCA for the 

ADR report submissions. 

Settings 

Allows the user to configure settings related to push notifications, data 

synching, and storing user credentials. A Log Out button is also displayed on this 

screen.  

About 
Displays descriptive text about the purpose of the mobile app as well as a link to 

a support email address for any user feedback. 

Log Out Allows the user to log out of the app 
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WEB-RADR APP SCREENSHOTS 
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Single news item Product Search Watch List 

 
 

 

 

 

 

 
Product Information Report Creation Screen Report Creation Screen 

(restricted for non-logged in 
users) 
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Report Screen #1: Qualification Report Screen #1: Qualification Report Screen #2: Patient 

information 
 

 

 

 

 

 

 
Report Screen #3: Suspect 

Medicine 
Report Screen #3: Suspect 

Medicine 
Report Screen #4: 

Reaction/Symptom 
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Report Screen #4: 

Reaction/Symptom 
Report Screen #4: 

Reaction/Symptom (End date 
field appears if certain outcomes 

are selected) 

Report Screen #5: Additional 
information 

WEB-RADR GENERIC APP DOWNLOAD PERMISSION SCREENSHOTS 

  
 

 

 

 

Yellow App - UK Lareb App – Netherlands Hamled App - Croatian 
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BUSINESS PROCESS FLOW 

ADVERSE DRUG REACTIONS (ADR) REPORTING 

See Appendix 5.1 in the Appendix document. 

PRODUCT LOOK UP 

See Appendix 5.2 in the Appendix document. 

NEWS ARTICLE LOOK UP 

See Appendix 5.3 in the Appendix document. 

WEB-RADR APP PROCESS FLOW 

 

WEB-RADR APP FUNCTIONALITY OVERVIEW 
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ACCESSIBILITY 

The WEB-RADR generic app is configured to allow for two types of users. Firstly, users that have created an app 

account (logged in users) and have logged in. Otherwise, users who have not registered and/or have not logged in 

with an account (unregistered or non-logged in users). The WEB-RADR app is configured with the following in 

consideration about the users: 

1. Configure the app for only by logged in users: 

o Users can enable the app to save their account credentials upon login 

▪ Users who do not enable this feature will be logged out after a period of inactivity 

2. Configuring the app to be used by both logged in users and non-logged in users 

o Non-logged in users will have a restricted access to the app functionalities 

To register for an app account, users must provide a valid email address and a password that meets minimum 

requirements. Validation rules for email address validity as well as minimum password requirements is to be 

specified by the NCA in order to comply with local regulations; however, by default the following criteria are set up: 

- Email addresses must conform to standard syntax 

- Passwords must contain a minimum of 6 characters and contain at least 1 number 

PRODUCT SEARCH FEATURE 

The Product Search feature returns results based on a perfect match between any full or partial product name 

entered by the user and the product list provided by the NCA using the WHODrug dictionary. The search returns 

results for both trade names and substances, and auto-suggests products once the user has enters letters of the 

trade name or substance name.  

 

The Product List in the generic app will be generated via an API that enables product look-up in the WHO Drug 

dictionary. It is expected that the WHODrug Lookup will be updated on a weekly basis although this may be subject 

to change in future. 

When the user selects a product from the list of results, the Product Information page is displayed (described 

below). 

If there is inactivity in using the app, the session will time out after 1 week. The user is required to enter the 

credentials to access the app again. 

PRODUCT INFORMATION 

For each selected product, and where data is available, the WEB-RADR app displays ADR statistics (i.e., number of 

ADR reports) in a dynamic bar chart that can be configured by the user to display data by various categories, such 

as: 

1. Statistics on Continent 

2. Patient age group 

3. Patient gender 

4. Date of report submission or receipt 
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In the App with VigiAccess stat, it’s currently providing statistics on continent. 

ADR statistics are displayed based on available information provided by the NCA; by default, information will be 

displayed at the SOC (System Organ Class) level, by age group, and by gender. 

The user can also perform the following actions on the Product Information screen: 

- Add the selected product (trade name or substance) to the user’s Watch List or remove the product from 

the Watch List 

- Navigate to the report screen by tapping the “Report a side effect” button 

- View all safety news associated with the selected product (product class) 

WATCH LIST 

Users can build and save a list of selected products through the Product Information screen or Search screen. 

The Watch List can be used to filter the News feed by products of interest or promptly access ADR report statistics 

for products of interest.  

NEWS 

Safety alerts and warnings are communicated to users through the News feed, which contains two tabs: “News”, 

which displays all safety alerts and warnings in chronological order, and “Watch List News”, which displays only 

safety alerts and warnings associated with the user’s Watch List products. The News feed displays the headline of 

each alert, as well as the publication date and an extract of the alert text.  

Users can also select any News item to read the full text related to the selected alert/warning in a separate screen. 

Users can also download News items or share them on external tools (e.g., instant message, email, social media 

platforms). On this screen, users can also navigate to the information page for the product associated with the news 

item by selecting the “Product” button.  

REPORTING  

The app enables the following activities related to ADR reporting: 

- Retrieve and display details of submitted reports 

- Retrieve and display details of pending reports 

- Create an ADR report  

o Validate the report data according to E2B validation rules 

o Auto-suggest medicinal product names  when users type medicine name (suggestions are based 

on the NCA’s product list) 

o Auto- suggest adverse reactions when users type symptoms (suggested are based on MedDRA 

terminology) [Optional] 

o Prevent report submission until the user has acknowledged the NCA’s privacy statement 

[Optional] 

- Save an unfinished report ] 

- Submit an ADR report to the NCA 

- Generate and send an email to the user acknowledging report submission 
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DESCRIPTION OF ROLES 

Role Actions 

Patient  
• Downloads the app from App Store or Google Play  

• Launches app and input details of ADR 

• Launches app and configure a list of products to monitor (Watch List) 

• Reviews information provided by the authorities (News) for selected products 

• Submits ADR details to be sent to the NCA 

HCPs 
• Downloads the app from App Store or Google Play  

• Launches app and inputs details of ADR 

• Launches app and configure a list of products to monitor (Watch List) 

• Reviews information provided by the authorities (News) for selected products 

• Submits ADR details to be sent to the NCA 

NCA 
• Updates configuration of the app as required to adhere to local data 

requirements 

• Receives information regarding use of the app  

• Receives reports in E2B formats submitted via API 

Epidemico 
• Performs maintenance and updates to app 

• Receives data on downloads of app 

• Collates information regarding use of app 

• Automatically processes app data fields into report format (E2B xml) 

• Submits E2B reports to NCA 

AWS Server 
• Automatically process app data fields into report format (E2B xml) 

• Submit E2B reports to NCA API 

SUBMISSIONS INCLUDING SECURITY MEASURES 

EU PROCESS FOR MEMBER STATE – PROCESS DIAGRAM 
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The mobile app will collect detailed ADR information as well as user and/or patient information relating to an ADR. 

A user creates an ADR report in the app by filing in a series of fields to describe product and symptom information 

(see Figure 1).  

This ADR report will be passed to a back-end server managed for Epidemico by AWS. This back-end server will then 

generate an XML file from the data within the report and submit this XML file via E2B to the relevant local health 

authority. 

A record of each submitted ADR report is stored on the AWS server and a summary of the reports submitted by a 

user is available for that user to access at a later date via the app. 

Uncompleted and un-submitted reports will be stored locally by the app for users to complete and submit at a later 

time. The time is related to the report submission, once our server receives the JSON that data is stored and used as 

a reference. 

In the back end, the ADR report will be form an E2B submission. An example of this can be found in Appendix 2. 

Other examples of how the JSON and XML files appear can be seen in Appendix 3 and 4. 
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EU PROCESS FOR VIGIFLOW - PROCESS DIAGRAM 

 

MANAGEABILITY OF WEB-RADR APP 

WEB-RADR API 

The API for submitting ADR reports in XML format from the Epidemico servers to VigiFlow was developed by UMC. 

The WEB-RADR API is more of a specification for how the API should look like. Each country that would like the app 

to be connected to their ICSR management systems needs to build their own API According to the specification. 

There is not one for VigiFlow (utilized by the countries using VigiFlow as their management system). In particular, 

Lareb has built their own VigiFlow as their management system.  

When targeting the WEBRADR generic, the API is implemented in the backend as the partner does not control how 
the JSON is translated to a valid XML that is sent to the VigiFlow webservice. 

 
For all other apps (Lareb,YellowCard,Halmed) Epidemico’s backend provides a communication between the app and 
the partner webservice without direct communication with the VigiFlow webservice. Also, for those cases, 
Epidemico’s backend will send the XML to the partner API that handles the communication with the VigiFlow API.  

As a result of this, if a partner wants to be added to the WEBRADR generic app they only need to provide their 
VigiFlow access. 



    

 

 

web-radr.eu  Page 20 of 23 

APP VERSION 

The WEB-RADR app is a generic app that uses a single configuration file. This configuration file is updated according 

to specifications provided by the NCA via the Admin Portal (see WEB-RADR Design document for more info).  

WEB-RADR APP LIMITATIONS 

OPERATION SYSTEM - VERSION LIMITATION 

In order to ensure the app functions as intended and to avoid any compatibility issues, the WEB-RADR app will be 

maintained to be compatible with the latest iOS and Android operating systems. The app requires that the operating 

system version is at the minimu, version 3.0 for Android OS and vserion 8 for iOS . 

OFFLINE CAPABILITIES 

, Users have the ability to enter free text manually to fill the product information field, requiring the NCA to code  

manually the drug once the ADR report has been received, or to select a suggestion from the product lookup.  

The Product Lookup service is only available when the app is connected to the Internet 

When connected to the internet, the user of the WEB-RADR app can download a limited amount of products and it 

will be stored on the app database locally on the phone or tablet. This product list will be available within the app 

even if they were offline. 

When searching for a product the app will try to retrieve the results from our REST API. If the request receives a 

response then the app will relay to its internal database for that search. Otherwise, it means there is no connectivity 

or server is offline. 

The data is stored inside a private path created by the system to the WEB-RADR app. The app has no control where 

the database will be saved. However the Operating System will deal with the privacy control over the app data. 

More information can be found related to the Android Operating System on 

https://developer.android.com/guide/topics/data/data-storage.html. 

As for synchronization, this is done once when the app is installed and then is delegated to the Account system 

provided by the Android OS. The app will then suggest to the user a weekly synchronization that consists on two 

steps: 

1. It will check with the server the last time the product database was updated. If there is no new entries or 

updates, the app will move to the next step. Otherwise it end the process and store the new 

synchronization date. 

2. In this step, the app will request new and updated entries based on the last synchronization time. The user 

will have control over this process and they activally disable any synchronizaton done by the app that was 

provided by the Account system as mentioned above. 

 

WEB-RADR APP – SUPPORT 

https://developer.android.com/guide/topics/data/data-storage.html


    

 

 

web-radr.eu  Page 21 of 23 

RESPONSIBILITY FOR ANY SUPPORT ISSUES 

The Information screen provides users with the WEB-RADR project website, www.web-radr.eu, in the event that a 

user wish to learn more about the project. In addition, this screen also lists the WEB-RADR project email address, to 

which users can send any questions, comments, or concerns about their experience with the app.  

 

WEB-RADR REPORT 

WEB-RADR - WEEKLY DIGEST REPORT 

Every Monday, a statistical report (the Weekly Digest) is automatically generated from Epidemico’s server based on 

the ADR reports that have been submitted via the app.  This report – tailored to each NCA’s reporting and app 

information -- is sent directly to the NCA via email. This report can also be viewed within a browser for more detail 

on geographic statistics. 

The purpose of the report is to provide high-level statistics to the NCA, including: 

- Total number of users 

- Total number of users active within the last 30 days 

- Total number of users using each OS 

- Total number of submitted ADR reports  

- Total number of reports submitted on each OS  

- Registered users geographical data with their locations 

- Aggregate counts on user registration and Watch List updates 

- Top 10 Medicines in the Watch List 

- Top 10 Medicines Reported 

- Watch List changes from the previous week 
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EXAMPLE OF WEB-RADR APP STATISTICS REPORT 
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RELEASE CYCLE FOR WEB-RADR APP 

Release frequency will be subject to the participating countries’ change requests or to updates to an operating 

system that may impact the functionality of the WEB-RADR app. A change management process will be 

implemented for this in future. 

When a new version of an operating system is rolled out on either iOS or Android, the WEB-RADR app will be tested 

for quality assurance and to ensure that the change has not resulted in reduced functionality. In practice, this 

testing may take multiple weeks, using basic regression tests and pre-authored test sheets.  


